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Conference Chair Message  
 

I would like to welcome my colleagues and all participant to the National Computer Colleges Conference (NCCC) 

which will held under the kind patronage of Taif University President Professor Yusuf Asiri from 27-28 March 2021 

at the College of Computers and Information Technology (CIT). NCCC is a scientific conference coincides with the 

meeting of the deans of the Faculties of Computers and Information Technology in Saudi universities. The 

conference focuses on exchanging learning experiences, education and scientific research in all computer disciplines 

and presenting the latest research and developments in the field. The conference also provides a scientific platform 

for sharing success stories in the educational and scientific research fields among computer colleges in the Kingdom 

of Saudi Arabia as well as discusses educational problems related to teaching and research programs. The 

conference is also concerned with advanced scientific topics that serve the Kingdom and its ambitious 2030 vision in 

terms of digital transformation programs and the making of a qualitative leap in the field led by academics and 

specialists. The conference also seeks to boost the performance of computer and information colleges in Saudi 

universities through new ideas and experiences, develop the concept of the educational system, review successful 

practices dealing with academic and administrative issues, and develop curricula and study plans in line with 

international standards, the labor market, and the requirements of local and international academic accreditation. In 

addition, the conference offers ideas and contributions to support the development programs of faculty members in 

the Faculties of Computer and Information, and to enhance their role in designing and developing partnerships and 

cooperation in specialized fields with colleges and major global IT companies. The conference will be a platform for 

researchers, computer science, engineering and information technology professionals, as well as graduate students 

from Saudi universities or from all over the world. 

On behalf of the organizing and program committees, I would like to welcome you once again and wish you a great 

and valuable time attending our scientific event.  

Conference Chair 

Dean of College of Computer and Information Technology   

Hesham Alhumyani. PhD 
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Quality of Service 

 

Abstract: 

The last couple of years have seen IoT-enabled sensors continuing to experience massive growth. Sensors 

have enhanced the possibility of large-scale IoT deployments in grid systems, vehicles, homes, and so forth. A 

network that incorporates different embedded systems has the underlying capability of transmitting 

information and receiving instructions through distributed sensor networks. Sensors are especially essential in 

gathering different pieces of information that relate to different IoT devices. However, security has become a 

critical concern for sensor networks that are enabled by the IoT. This is partly because of their design 

limitations like limited memory, weak processing capability, weak processing ability, and exposure to entities 

that are malicious. Even more, some ad hoc wireless sensor networks that are enabled by IoT are to some 

extent also prone to frequent changes in topology. This dynamic aspect tends to aggravate the security issues 

that are associated with sensors, thus enhancing the need to find a lasting solution. This paper sheds light on 

the IoT security requirements with special attention to issues related to sensors. 

 

[41] A Modified Convolutional Neural Networks For MRI-based Images For Detection and Stage 

Classification Of Alzheimer Disease 

 

Majdah Alshammari ,Mohammad Mezher 

 
Keywords: Alzheimer Disease, Artificial Intelligence, Convolutional Neural Network, Magnetic Resonance 

Imaging, Machine Learning 

 

Abstracts: 
Artificial Intelligence (AI) combined with efficient image processing tools helps doctors better predict disease 

progression. Alzheimer's Disease (AD) early diagnosis is one of the most difficult challenges in medical 

imaging systems involving AD classification beyond AD detection. In this paper, a Convolutional Neural 

Network (CNN) is implemented for AD detection and stage classification for Magnetic Resonance Imaging 

(MRI). The implementation methodology begins with basic preprocessing techniques, such as image resizing 

and pixel normalization, and then extracted features are reconstructed into a 1-Dimensional vector to be fed to 

the CNN with accompanying labels. Four different labels are used according to the four different AD stages 

considered which are ("Non-Demented", "Mild Demented", "Moderate Demented", and "Very Mild 

Demented"). The evaluation of the prediction model shows an efficient result in accuracy and model loss for 

only ten epochs, the accuracy of the model recorded was 97%. The model designed using python 

programming language with typical Machine Learning (ML) environment that mainly consists of TensorFlow 

and OpenCV libraries. Graphical User Interface (GUI) is considered to enable further system testing and the 

visual insertion of images on the computer desktop. 

 

[1003] The Beta distributed PSO, β-PSO, with application to Inverse kinematics 

 

 

Nizar Rokbani, Mohamed Slim, Adel M. Alimi 

 

Keywords: Swarm Intelligence, PSO, beta distribution, inverse kinematics, robotics 
 

Abstract: 
Particle swarm optimization, PSO, is a popular meta-heuristic and bio-inspired technique of swarm 

optimization. A key issue in PSO is that it is missing a clear separation between the exploration behavior and 

the exploitation behavior of the swarm. This paper introduces the Beta-PSO which is a new variants where the 

exploration en exploitations phases are clearly identified and where particles evolves differently in each phase. 

A couple of beta distributions are used to control both phases. In the exploration phase, particles evolve based 

on a pseudo-normal beta profile, while in the exploitation phase a decreasing exponential beta distribution is 
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used. The proposed method is applied to solve the inverse kinematic problem of a 6 axes generic robot arm. 

Results showed that the quadratic error of Beta-PSO was about 5.5 e-17, while QPSO solution was ate the 

level of 5.6e-10; SSA returned a 6.3 e-8 error and classical PSO was at about 1.7 e-3.  Those results were 

confirmed with the Wilcoxon non parametric comparison which clearly showed that Beta-PSO is better than 

the classical PSO, quantum PSO, and SSA for this application.   

 

[1012] Text Segmentation of Historical Arabic Handwritten Manuscripts Using Projection Profile  

 

Arwa Alghamdi, Dareen Alluhaybi, Doaa Almehmadi, Khadijah Alameer, Sundos Bin Siddeq, Tahani 

Alsubait 

 

Keywords: Arabic handwritten text, characters segmentation, image processing, lines segmentation, manuscripts, 

projection profile. 

 

Abstract: 
The research in the field of recognizing Arabic handwritten texts is flourishing with the passage of time. 

Despite that, progress in this field is considered insignificant and has many challenges, one of which is that the 

available Arabic datasets are limited. Also, due to the complexity of Arabic language, it is difficult to perform 

necessary preprocessing steps, such as lines and characters segmentation, especially characters segmentation 

since Arabic letters are usually overlapped into each other. In this study, we perform lines and characters 

segmentation based on Projection Profile methods (PP) which will be applied on a historical Arabic 

manuscript that was 

collected from Umm Al-Qura University’s King Abdullah Bin Abdulaziz Library, Manuscripts department. 

The manuscript is a Moroccan Quranic manuscript that was written before more than 250 years ago. The 

results on lines segmentation are considered promising. On the other hand, poor results were achieved on 

characters segmentation due to the problem of complexity that was mentioned earlier. 

 

[1013] Efficient Low Complexity Sub-channel Assignment for Downlink Non-Orthogonal Multiple Access 

Systems 

  

Mohammed Abd-Elnaby 

 

Keywords: NOMA, sub-channel assignment, total sum-rate, user fairness, outage probability. 

 

Abstract:  
In this paper, the sub-channel assignment (SA) problem is investigated in downlink non-orthogonal multiple 

access (NOMA) systems. An efficient low complexity SA algorithm is proposed to enhance both the user data 

rate and total sum-rate in downlink NOMA systems. The proposed SA algorithm is a user-oriented greedy-

based algorithm that uses the average of the channel gains per user as a low computational complexity 

parameter to measure the channel quality of the user. The proposed SA mechanism is based on the lowest 

channel quality user first concept. The simulation results demonstrate that the proposed SA algorithm can 

attain significant improvement in the total sum-rate, user fairness, and outage probability compared to the 

existing algorithms. Besides, the proposed SA algorithm can improve the performance of NOMA systems as 

the number of users increases. 

 

[1016] Health Monitoring IoT Device with Risk Prediction using Cloud Computing and Machine Learning 

 

Anindya Das, Zannatun Nayeem, Abu Saleh Faysal, Fardoush Hassan Himu, Tanvinur Rahman Siam 

 

Keywords: Health Issue, IoT, Cloud Server, Machine Learning. 

 

Abstract:  
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Absence of daily health checkups. Often such issues add up to a significant safety threat that stays concealed 

until it is always too late. So we have come up with a series of ideas that can address and to some extent solve 

the above-stated problems. Our proposed system will continuously track body vitals, submit data to approved 

doctors across the cloud, and alert doctors to patients of the threat. To incorporate the above-mentioned 

solutions, we are developing an IoT system that interfaces multiple sensors to a microcomputer and sends the 

data gathered to a cloud server for further exploitation through Machine Learning. After analysis, if the doctor 

feels there is any risk of health hazard to the patient, he/she can send in the notification of hazard through our 

proposed device. 

 

[1023] Effects of Multi-Core Processors on Sequential Divide and Conquer Algorithms  

 

Fahd Alhaidari, Maissa A. Al  Metrik 

 

Keywords: Multi-core, Divide and conquer, Sequential, Speedup, parallelism 

 

Abstract:  
With the spread of multi-core systems, parallel programming increased in popularity. However, parallelizing 

algorithms in some cases yield negative results due to overhead. Additionally, implementing parallel 

algorithms is not always an easy or achievable task. Therefore, finding out to what extent a multi-core 

architecture can aid in the enhancement of the algorithm’s speedup could become extremely beneficial. This 

paper studies and calculates the execution time and speedup of three of the most popular divide and conquer 

algorithms (Merge sort, quick sort, and matrix multiplication), the conducted experiments tested against 

various array sizes. The experiments take place on three different multi-core machines ranging from a dual-

core CPU to a hexa-core CPU. The obtained results conclude that speedup is directly proportional to the 

number of CPU cores, such that using a hexa-core CPU in lieu of a dual-core CPU can achieve a speedup up 

to twice as fast. Thus, utilizing powerful multi-core CPU’s could rival the use of parallelism on a standard 

CPU. 

 

[1024] Machine Learning Techniques for Network-based Intrusion Detection System: A Survey Paper 

 

Lubna Ali Hassan Ahmed,Yahia Abdalla Mohamed Hamad 

 

Keywords: intrusion detection system, machine learning, network-based intrusion detection, network security. 
 

Abstract: 
The rapid growth of Internet technologies and further dependence on online services, increase the demand for 

keeping these networks and data secure. The protection of online information is becoming even more vital to 

the national security and economic stability. Recently, network security has become one of the most 

concerning subjects in the current research and industry fields. Intrusion Detection Systems (IDSs) are 

considered as the backbone for network and data protection. Throughout time, different IDS approaches have 

been implemented to attain maximum detection accuracy. Machine learning IDS is one of the promising IDS 

techniques that have been created to detect known as well as unknown attacks. This paper investigates various 

machine learning techniques used to deploy Network-based Intrusion Detection System (NIDS). This survey 

could provide a more robust understanding of the existing techniques and assists intrigued researchers to 

identify research opportunities and investigate more in this direction. 

 

[1027] A Model-Driven Framework for Android Supporting Cross-Platform GUI Development 

 

Arsalan Ali, Muhammad Rashid, Farooque Azam, Yawar Rasheed, Muhammad Waseem Anwar 

 

Keywords: Model-Driven Development, Android Application, Graphical User Interface, Multiple Screens, Meta-

Model, Sirius tool 
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Abstract: 
The rapid growth of users makes android application development one of the most focused areas in the 

software industry. Among others, the screen size is a considerable problem in developing mobile Graphical 

User interfaces (GUIs). Quite a work has been done in the field to solve this issue programmatically. 

However, truncated reusability and insufficient portability along with other challenges are posed, which results 

in multiple designs of an application that need to be maintained equally as major applications. This article 

introduces a novel model-driven framework that serves the purpose of a prompt development of responsive 

User Interface for different screen sizes. Particularly a Meta Model is proposed. As tool support, a Sirius 

graphical modeling tool has also been developed. Furthermore, Model to Text Transformation code has been 

written using Acceleo language to transform the modeled UI scenario into executable Java and XML code. 

The framework allows modeling of UI scenarios using our graphical modeling tool and generates executable 

platform-specific code (Java & XML) resulting in prompt development of a complex application with 

simplicity. The applicability of the proposed framework has been demonstrated by developing a simple mobile 

application as a case study. 

 

[1030] Comparative Study of Common Density-based Clustering Algorithms 

 

Asmaa Alahmari, Amani Jamal, Hanan Elazhary 

 

Keywords: Clustering, Data Mining, Data Science, DBSCAN, Density-based Clustering, Mean-shift, OPTICS. 

 

Abstract: 
Clustering is one of the most important data analysis tasks. The clustering concept is used to organize the data 

points into groups or clusters. Each cluster has similar instances between them and are dissimilar to instances 

belonging to other clusters. Clustering is present in multiple disciplines and has an integral role in a wide 

variety of applications. This paper presents a comparative study of three common Density based Clustering 

Algorithms namely DBSCAN, OPTICS and Mean-shift. The results are supported by a concise experimental 

evaluation using twelve datasets. 

 

[1034] A mobile cloud resourceful communication architecture (MRARIA) for resource-intensive 

applications 

 

Asharul Islam , Anoop Kumar, Sadaf Yasmin 

 
Keywords: Mobile cloud computing, wireless communication, signal strength determiner, offloading techniques 

 

Abstract: 

In the recent era, for mobile users, adequate computing power, pledge execution preference, and energy 

efficiency are the primary concerns. Mobile cloud offloading is a promising solution that transfers resource-

intensive computation to powerful servers on the cloud and receives results. It makes computing power 

universally available and provides cloud agility in resource acquisition. The combination of smart devices with 

cloud services has become promising features for mobile computing services. It reduces the mobile restriction 

and provides sky land features to their native client regarding storage elasticity, computation services, network 

communication, and bandwidth services on their premises. This combination technology called Mobile Cloud 

Computing (MCC) reduces the anxiety of Smart Device Users (SMU) to provide efficient and intelligent 

services on demand. We emphasize how mobile cloud computing can increase efficiency and maximize 

mobile energy through cloud offloading techniques. Further, we explain the offloading methods and their 

execution process. This study's main objective is to propose a framework called MRARIA, which advocates 

the major obstacle in the mobile cloud premises. Proposed framework use novel components (signal strength 

determiner) that provide a favorable decision in code offloading techniques from client devices to cloud 

resources. The novel component determines signal quality (e.g.-37dBm) and pays attention to efficiently 
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executing the task process. The proposed framework checks the overall thin client execution time and energy 

efficiency while executing resource-intensive applications. Testing prototype results justify performance 

perfection to execute resource-intensive Applications (RIA’s) in the MRARIA framework that efficiently 

select cloud resources. 

 

[1048] Symbolic Reliability Analysis of a Multi-State Network 

 

Ali Muhammad Ali Rushdi, Motaz Hussain Amashah 

 

Keywords: Probability-ready expression, Multi-state system, Multiple-valued logic, Symbolic expression, Multi-

State Delivery Network, MSDN reliability. 
 

Abstract: 
This paper deals with the reliability of a multi-state delivery network with multiple suppliers, transfer stations 

and markets (depicted as vertices), connected by branches of multistate capacities, delivering a certain 

commodity or service between their end vertices. We utilize a symbolic logic expression of the network 

success to satisfy the market demand within budget and production capacity limitations even when subject to 

deterioration. This system success is a two-valued function expressed in terms of multi-valued component 

successes, and it has been obtained in the literature in minimal form as the disjunction of particular prime 

implicants or minimal paths of the pertinent network. This paper provides a systematic procedure for 

converting this minimal expression into a probabilityready expression (PRE). We successfully extrapolate the 

PRE concept from the twovalued logical domain to the multi-valued logical domain. This concept is important 

since it allows a direct transformation of a random logical expression, on a one-to-one one, to its statistical 

expectation form, simply by replacing all logic variables by their statistical expectations, and also substituting 

arithmetic multiplication and addition for their logical counterparts (ANDing and ORing). The statistical 

expectation of the expression is its probability of being equal to 1, and is simply called reliability of the multi-

state delivery network (MSDN). 

 

[1049] Software to Assist a Health Practitioner in Caring of Covid-19 Home Isolated Patients 

 

Ashwag Maghraby,Fatima ALsakiti,Ashwaq Alsubhi,Rahaf Alghamdi 

 
Keywords: Healthcare Software, Coronavirus, COVID-19, Wristband, Component Modeling. 

 

Abstract: 

This research uses modern communication and sensor technologies to allow health practitioners to monitor  

patients at home. It designed a component based software to patients by measuring and testing patient’s vital 

signs remotely address the problem of overcrowding in hospitals during covid-19 pandemic. It helps health 

practitioners in with a potential for earlier guidance of treatment and monitoring transform patients to hospital 

in emergency cases only. This software uses wristband which placed around the patient wrist and sends vital 

signs data to the software using Bluetooth. a notification to both health practitioners/hospital and patient 

family when patient symptoms get worse. 

 

[1050] Using Sampling Techniques and Machine Learning Algorithms to Improve Big Five Personality 

Traits Recognition from Non-verbal Cues 

 

Dina Al-Hammadi, Roger K. Moore 

 
Keywords: Human computer interaction (HCI), Big Five, personality recognition, sampling techniques, 

classification, class imbalance 
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Abstract: 
Automatic personality recognition using the Big Five dimensions (OCEAN: Extraversion, Agreeableness, 

Conscientiousness, Neuroticism and Openness) is capturing the attention of researchers. Personality 

recognition is expected to have encouraging future in Human - computer and Robot Interaction applications.  

Human speech conveys rich information that can be derived to recognize speaker traits.  However, our focus is 

on the rich content of non-verbal features in human speech.  We focus on how humans talk, not what they talk 

about.  The focus in this paper is to experiment with four different machine learning techniques, we report our 

contribution in this regard.  We use the Speaker Personality Corpus provided by the Interspeech 2012 

challenge.  First, we recognize three issues affecting the system's low performance: dimensionality, judges' 

agreement, and imbalanced data.  Next, we address each issue and provide a solution to improve the system's 

performance.  Finally, we compare our results with the baseline showing better classification results. 

 

[1054] Performance Analysis of LTE Codes System Using Various Modulation Techniques 

 

Othman O.  Khalifa, Zahradden Ahmed, Abdelrahim N, Esgiar, Rashid A. Saeed, Aisha H. Abdalla 

 
Keywords: LTE, Convolution codes, BPSK, QAM, Viterbi algorithm 

 

Abstract: 
Modulation techniques is crucial in communications networking due to the advancement in technologies and 

users demands such as high data rate, low latency and good quality of services. However, to fulfil the 

requirements of mobile users, the Long-Term Evolution (LTE) is was introduced. It was a revolutionary step 

where high data rates, low latency, video chat, video conferencing and spectrum efficiency are included. 

However, LTE system require a powerful method to detect error and correct them. In this paper, an 

investigation of the performance of LTE using SC-FDMA and OFDMA with a variation in modulation 

techniques such as PSK, m-ary QAM based on BER and error probability were conducted. 

 

[1058] Multi-State Reliability Evaluation of Local Area Networks 

 

Abdulaziz Ibrahim Al-Darrab,Ali Muhammad Ali Rushdi 

 

Keywords: Reliability, Multi-state System, Computer Networks 
 

Abstract: 
Given the contemporary importance of communications systems and infrastructures in general, networks need 

to be designed and operated in such a way that failures can be reduced, alleviated, or mitigated. Network 

components might for instance fail due to equipment failing, malicious attacks, planned or, unplanned 

activities, and so on. This paper presents a three-state system model (Good, Poor, and Fail). This model is 

demonstrated via two examples covering the proposed multi- state model in detail. The first example studies a 

firewall system with two components in two operational modes, namely active- active and active-passive. The 

second example covers a simple private cloud setup with three layers, namely firewall, server, and service 

layer. The first example is solved by two methods (a) Tabular form of exhaustive enumeration; (b) Multi-state 

Decision Diagrams (MDD). The second Example is solved by (a) The exhaustive enumeration method, and (b) 

Dividing the system into 3 subsystems and integrating their results. The results of this study indicate that the 

firewall block modes of operation have a major impact on the studied systems. Firewalls in active-active mode 

significantly improve the probability of system’s Up state. The findings of this study should be of great help to 

designers to better design services to increase service availability. 

 

[1060] Sentiment Analysis to Measure Public Response to Online Education During Coronavirus Pandemic 

 

Yahya AlMurtadha,Mukhtar Ghaleb 
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Keywords: Sentiment analysis, applied computing, education and Covid19 

 

Abstract: 

Corona virus, which has infected the world with huge impacts and changes that were not imagined, in large 

sectors such as the economy and education. The education sector is considered an important sector for all 

societies due to its desired impact on the future of generations. The increasing and rapid spread and 

precautionary measures have led to the search for suitable alternatives for the continuation of education to 

ensure that students receive appropriate education and are not affected scientifically or psychologically in the 

event of dropping out of education. This study seeks to examine the extent to which the community accepts 

distance learning as a precaution by employing the sentiment analysis of Twitter's tweets as one of the most 

popular social media. This method is considered effective due to its ability to access the community's tweets 

quickly and at a low cost. 

 

[1062] Evaluation of Artificial Neural Networks Performance Using Various Normalization Methods for 

Water Demand Forecasting 

 

Al-Batool Al-Ghamdi, Souad Kamel, Mashael Al-Khayyat 

 
Keywords: Artificial Neural Networks, normalization, forecasting, time series, water demand, root mean square 

error 

 

Abstract: 

Water is one of the crucial resources that must be fed for domestic use as well as for agriculture and economic 

activities. Since Saudi Arabia is located in a desert region where the seawater desalination process is 

expensive, there is an urgent need to forecast efficiently the future of water demand. In this paper, the 

Artificial Neural Networks (ANNs), which are supervised machine learning algorithms inspired by the 

biological neurons in the human brain are used. ANNs performance is affected by the quality of the input 

dataset. In fact, Time-series data must be pre-processed to make it suitable for use in a machine learning 

framework such as ANNs. The task of converting raw data into a dataset is called Feature Engineering (FE). 

There are many techniques used for FE. The widely used one in the case of time-series is normalization. This 

study aims to evaluate ANNs performance using various normalization methods (Min-Max, Z-Score, decimal, 

median and Median Absolute Deviation (MAD)) for short-term water demand forecasting in Jeddah city, 

Saudi Arabia. Results show that the minimum-maximum normalization method produced the best overall 

performance in terms of root mean square error.  
 

[1065] Logistic Sine Map (LSM) Based Partial Image Encryption 

 

Parameshachari B D 

 

Keywords: Partial image encryption, Logistic Sine map, Control threshold, image Security 

 

Abstract: 
Information security is the biggest concern in today’s world i.e. how to secure the digital images while storing 

on the hard disks or while transmitting online through a network. To provide the privacy and protect the 

confidential information in the images, encryption of the image is the best way. Now, to encrypt the full 

image, computational time will be more, which will be a limitation in widely used real time applications. 

Partial image encryption is an approach used to encrypt only the required part of the image that to be 

protected, by doing this the computational time will reduce significantly. Here we propose a block based 

partial image encryption technique. Logistic sine map (LSM) used to select and encrypt the image block 

randomly based the percentage of encryption requirements. Amount of encryption easily controlled by varying 

the control threshold value. The Experimental results of the proposed approach have proved that the 

encryption time has been significantly reduced compared to that of full image encryption. Hence we can 
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consider this method as an alternative for full image encryption for real time applications which improves the 

security and also reduces the computational time. 

 

[1067] End-to-end optical character recognition for Bengali handwritten words 

 

Farisa Benta Safir, Abu Quwsar Ohi, M.F. Mridha, Muhammad Mostafa Monowar, Md. Abdul Hamid 

 

Keywords: Bengali handwriting, Baseline, LSTM, CTC loss 

 

Abstract: 
Optical character recognition (OCR) is a process of converting analogue documents into digital using 

document images. Currently, many commercial and non-commercial OCR systems exist for both handwritten 

and printed copies for different languages. Despite this, very few works are available in case of recognising 

Bengali words. Among them, most of the works focused on OCR of printed Bengali characters. This paper 

introduces an end-to-end OCR system for Bengali language. The proposed architecture implements an end to 

end strategy that recognises handwritten Bengali words from handwritten word images. We experiment with 

popular convolutional neural network (CNN) architectures, including DenseNet, Xception, NASNet, and 

MobileNet to build the OCR architecture. Further, we experiment with two different recurrent neural networks 

(RNN) methods, LSTM and GRU. We evaluate the proposed architecture using BanglaWritting dataset, which 

is a peer-reviewed Bengali handwritten image dataset. The proposed method achieves 0.091 character error 

rate and 0.273 word error rate performed using DenseNet121 model with GRU recurrent layer. 

 

[1068] A Model-Driven Framework for Early Analysis of Kill Chain Attacks 

 

Syeda Samar Batool Shirazi, Muhammad Rashid, Farooque Azam, Yawar Rasheed, Muhammad Waseem 

Anwar 

 

Keywords: Component, MQTT; Attacks, IoT, Model-Driven 

 

Abstract: 
The Internet of Thing (IoT) is one of the renowned and revolutionizing fields of computer science today. IoT 

is an integration of different devices including wearables, sensors, and different objects to communicate with 

each other. Besides evolution in IoT, there are serious security risks inherent in this technology specifically 

where MQTT protocol is concerned. MQTT provides a platform for Users/Clients to publish and subscribe 

their required or relevant messages on a central broker so that they can conveniently communicate to the 

various available topics. As MQTT is frequently utilized in IoT, its reliability and security is vulnerable. Many 

researchers have proposed solutions to secure different MQTT attacks like kill chain, resource starvation etc. 

However, such solutions require low-level implementations for analysis. On the other hand, the model-driven 

approach provides simplicity and early analysis capabilities. In this paper, a model driven framework is 

proposed for early analysis of kill chain and resource starvation attack. Primarily, the meta-model is proposed 

which incorporates different concepts for modeling and analysis of kill chain and resource starvation attacks. 

Subsequently, a modeling tool is developed using Sirius platform. The application of framework is 

demonstrated through case study and results prove that the proposed framework provides strong foundations 

for the early analysis of MQTT attacks with simplicity. 

 

[1069] Optimal Solution for Spectrum Sensing in Cognitive Radio Networks – Genetic Algorithm approach 

 

Khaja Fatima Kamal, Khaja Kamaluddin 

 

Keywords: Spectrum sensing, fitness value, cognitive radio 
 

Abstract: 
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This paper proposes optimal solution for spectrum sensing using genetic algorithm approach. In this approach, 

fitness values for primary users are evaluated based upon the information about signal strength and noise level 

received by secondary users. Our focus in this paper is to evaluate the fitness value, which will help in 

detecting the white spaces efficiently and to accommodate secondary users, without interfering primary users. 

Our simulation results have shown that, genetic algorithm approach, can detect optimal energy level of 

primary user who is inactive in network, faster and accurate. Problems of false alarm detection and missed 

alarm detection could be solved and radio spectrum could be utilized efficiently and maximum. 

 

[1072] A multi-objective Gray Wolf algorithm for routing in IoT Collection Networks with real 

experiments 

 

Sihem Tlili, Sami Mnasri, Thierry Val 

 

Keywords: IoT routing, IoT Collection Networks, Multi-objective Grey Wolf, Prototyping, Optimization 

 

Abstract: 
The routing is a real-world engineering problem in IoT Collection Networks. It has a direct impact on the 

network performance. The routing problem can be treated as a multi-objective optimization problem. Our 

objective is then to study the IoT routing problem using the Multi-Objective Grey Wolf Optimizer (MOGWO) 

[1], which consists in translating the routing process into a multi-objective optimization problem and 

implementing its execution with the MOGWO. In this context, the experimental study showed that the 

MOGWO provides better quality of routing (higher lifetime of the network, more efficient delivery delay and 

higher number of neighbors). 
 

[1073] Eye-Blink Detection System for Virtual Keyboard 

 

Afraa Z. Attiah and Enas F. Khairullah 

 
Keywords: Human Computer Interaction, Eye Blink, Virtual Keyboard 
 

Abstract: 
Human Computer Interaction (HCI) focuses on the interface and interaction between people and computers. 

The main goal of the HCI is to design a machinery that lets people interact with computers in a novel way. 

One of the most significant methods people use to interact is the eye movement and eye blinking, especially 

for people with physical disabilities. This paper presents an on-screen typing method based on eye blinking by 

using a virtual keyboard. The two main components are image processing to detect the eyes, and eye-blinking. 

A facial image is captured by the computer’s camera then used to determine the eye location and size. This is 

done based on the famous “68 points” of the face detection approach. An eye blink is used in this system to 

enter a character similar to when a user presses the “Enter” button on a keyboard. This project is developed as 

a use case in a Saudi university. The methodology, the implementation, and results are described in details in 

the paper. 
 

[1047] Understanding Responses to Phishing in Saudi Arabia via the Theory of Planned Behaviour 

 

Ahmed Abdullatif Alyahya 

 

Keywords: Social Engineering Persuading Strategies, Phishing, Theory of Planned Behaviour 

 

Abstract: 
Saudi Arabia has seen an enormous growth in Internet usage over the past few years. With increasing adoption 

of this technology has come a rise in cybercrime, often enabled through use of social engineering. Phishing is 

a prime example, aiming to deceive users into revealing personal data. This paper describes efforts to 
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understand individuals’ responses to phishing attacks through application of the Theory of Planned Behaviour 

(TPB). To this end, we report a survey that considers three common social engineering strategies, Authority, 

Social Proof and Scarcity. Results show correlations between these strategies and TPB. In particular, between 

attitude and intention to respond under the Authority strategy; subjective norms and intention to respond under 

the Social Proof strategy; and subjective norms and intention to respond under the Scarcity strategy.  

 

[1088] Predicting Myocardial Rupture after Acute Myocardial Infarction in Hospitalized Patients using 

Machine Learning 

 

Sana Al Azwari 

 
Keywords: Machine learning, random forest, artificial, intelligence, myocardial rupture 
 

Abstract: 
Myocardial rupture is often considered a complication after an acute myocardial infarction (MI), and it occurs 

quite frequently in patients. Without an autopsy or imaging evidence, sudden cardiac death at the time of acute 

MI can easily be attributed to one of a variety of other reasons, including muscle death, intractable arrhythmia, 

heart block, or pulmonary embolism, with the diagnosis of rupture often forgotten or least prioritized. 

According to Harvard Medical Research, the average age for Myocardial Infarction in men of the United 

States is 65. That is also the reason why coronary artery diseases, including MI, cardiac arrest, and heart 

failure, have been labeled a disease of senior citizens. On the other hand, the initial presence of acute MI 

corresponds to the acute ruptures' occurrence. Machine learning attempts to make the prediction of a 

Myocardial Rupture after Myocardial Infarction more accurate. After employing the Random Forest model 

from the machine learning algorithm, we discovered the feature importance, feature performance, and most 

important factor in the prediction. Features such as age, gender, the number of myocardial infarctions in the 

anamnesis, exertional angina pectoris in the anamnesis, Functional Class (FC) of angina pectoris in the last 

year, hypertension, and chronic heart disease were judged to reach a substantial outcome. In the following 

research, we have attempted to describe the problem statement and how it can be resolved using the machine 

learning algorithm. 
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Abstract: 
Due to the massive amount of data and information available in web pages, users use search engines to find 

the desired information from the World Wide Web. Search engines encounter a very challenging task to 

retrieve relevant information efficiently. When a user inputs the search parameters and keywords into the 

search engine, there are many web pages that match the user's query. To overcome this challenge, the search 

engine utilizes ranking algorithm to rank the results. One of the most popular ranking algorithms is the Page 

Rank algorithm which we consider in this study. One of the challenges related to Page Rank algorithm is that 

many web pages resulted from the algorithm may not meet the intended search query. So, studies are required 

to develop and enhance such sort of algorithms including the Page Rank algorithm. This study presents the 

traditional Page Rank algorithm which focuses on the number of links, Hyperlink-Induced Topic Search 

algorithms which emphasizes hubs and authorities, and Weighted Page Rank algorithm which weighs in-links 

and out-links to rank pages. Additionally, it reviews the latest studies that improve page rank algorithms based 

on user behavior and interest. This study proposes an algorithm called Extended User Preference Based 

Weighted Page Ranking Algorithm (EUPWPR), which enhances the latest studies of page rank algorithms. 

Moreover, this study considers more parameters to compute the page rank and the results showed that 
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considering more parameters makes the page rank values more precise. 
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Abstract: 
Multi-Factor Authentication is an electronic authentication method in which a computer user is granted access 

to an application or a website only after successfully presenting two or more factors, or pieces of evidence. It 

is the first step to protect systems against intruders since the traditional log-in methods (username and 

password) are not completely protected from hackers, since they can guess them easily using tools. Current 

Systems use additional methods to increase security, such as using two-factor authentication based on a one-

time password via mobile or email, or authentication based on biometric (fingerprint, eye iris or retina, and 

face recognition) or via token devices. However, these methods require additional hardware equipment with 

high cost at the level of small, medium companies. This paper proposes a multi-factor authentication system 

that combines ease of use and low cost factors. The system does not need any special settings or infrastructure, 

but relies on graphical passwords so the user in registration phase choose three images and memorizes them. 

In the login phase, the user needs only to choose the correct images that he considered during the registration 

process in a specific order. The proposed system overcomes many different security threats, such as key-

loggers, screen capture attack or shoulder surfing. The proposed method was applied on 170 participants, 75% 

of them are males and 25% are females, divided by age group, education level, web experience, one-third of 

them do not have sufficient knowledge about various security threats. 
 

[1096] Exploratory Data Analysis and Data Mining on Yelp Restaurant Review 

 

Eman Saeed Alamoudi, Sana Al Azwari 

 

Keywords: EDA, Data Mining, BOW, Unigram, Bigram, Trigram, Yelp dataset, Restaurant data 

 

Abstract: 
Exploratory data analysis (EDA) a vital role in the interpretation of the contents behind the data and offers 

descriptive and inferential analysis for data.  The data mining technique helps to identify the topics contained 

in the text corpus. In the present study, we manipulated the Yelp dataset and have applied visual analysis to 

determine the significant features and key characteristics of the data. We also analyzed temporal and spatial 

data for a restaurant as a case study. Moreover, we applied the Term Frequency method (Bag-of-Words) on 

reviews given by the users to get frequent words and phrases in each review class, whether positive, negative, 

or neutral. Finally, we were able to identify some relationships between the restaurant and the results of the 

rating system, as well as extract the most important topics that we expect to have the highest impact on the 

customer's experience. 

 

[1097] Classify, Detect and Tell: Real-Time American Sign Language 
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Abstract: 
Communication is an essential means of life, which is the main tool for people to express their ideas and 

feelings to others. It not only helps in sharing information but also helps in developing relationships. Verbal 
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expression is one of the most effective communication methods for ordinary people, but for people with 

speech and hearing disabilities, sign language is their essential way of communication. They face a hard time 

communicating with people who do not understand sign language. Those who rely on sign language deserve to 

be engaged in the community and to be understood. Therefore, it is essential to develop a system that would 

enable real-time communication between the two groups of people. This paper addresses the issue of 

recognizing the hand gestures of American Sign Language utilizing deep learning artificial intelligence 

techniques. The recognition rates of sample data were measured after sample data was prepared in one of three 

ways: normalizing the image, converting to binary black and white, and color with background removed. Of 

the three methods, colored images with the background removed achieved the best results.  
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Abstract: 
Scene classification is an important research field in the remote sensing community. Most of the state-of-the-

art methods rely on convolutional layers. Recently, the convolutional layers are augmented with self-attention 

to capture long range dependencies.  The reliance on CNN is not necessary, therefore a pure transformer can 

achieve better results when applied directly to sequences of image patches.  In this paper, we present a vision 

transformer based method for remote sensing scene classification. First, the images are divided into small 

patches then flattened into a sequence. The sequence is then fed into the transformer starting by several multi-

head attention layers. A softmax classification layer is applied to perform the classification. Experiments 

conducted on the AID remote sensing dataset achieves promising results compared to the state-of-the-art 

methods. The vision transformer obtained a 95.86% classification accuracy.   
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Abstract: 
Tor is increasingly used on the Internet as a means of accessing illicit or illegal services. If enacted by 

employees, such use may lead to negative impact on the organization. By its nature, Tor traffic is encrypted 

multiple times before being sent across networks to reach a destination. Therefore it may be impossible to 

detect the nature of a Tor user's online activities. Nevertheless, such users cannot hide the fact that they are 

using Tor. This paper proposes a novel data payload analysis as a means of classifying Tor traffic using 

machine learning. To this end, we consider the characteristics of the encrypted data payload for Tor and 

encrypted nonTor packets from 8 different applications and extract features to train our machine learning 

model. Our results indicate that, contrary to the commonsense assumption that Tor packets resemble other 

encrypted packets, such payload content can be used to distinguish between Tor and nonTor packets. 

 

[1110] Smart Healthcare Framework for Asthma Attack Prediction and Prevention 
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Abstract: 
Smart healthcare is one of the most exciting applications introduced to provide better disease diagnosis and 
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prediction tools. Recent studies introduced various disease prediction models that employ machine learning 

techniques by utilizing different features that cause the disease. Asthma is one of the most common chronic 

diseases that exacerbate due to various triggers, including personal and environmental variables. A few works 

had introduced a complete smart healthcare framework that combines the prediction model with a trigger 

visualization system. These studies generally use a limited number of triggers in the prediction and 

visualization process, and traditional machine learning techniques. Therefore, in this paper, we propose a 

smart healthcare framework that provides the patient with a sophisticated tool to visualize the asthma trigger 

and notify them about any predictable attack. The asthma attack prediction is based on utilizing a 

comprehensive set of patient data and different environmental triggers. It is based on deploying deep learning 

instead of the traditional machine learning techniques. The prevention model includes a dynamic visualization 

map of air pollution concentration, which alerts users with high-risk areas. Moreover, a context-aware safe-

route recommendation system is proposed to keep users away from any asthma triggers.  
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Abstract: 
Use of machine learning and specifically deep learning-based techniques for medical diagnosis has created a 

significant impact on early and easier diagnosis in the domain of radiology. Deep learning techniques have 

demonstrated unprecedented superiority in all facets of medical image analysis ranging from classification to 

identification to segmentation. The efficacy of deep learning algorithms to process X-ray data and extract 

meaningful information from it has helped diagnose and provide timely health care to patients. The focus of 

proposed work is to use DICOM x-ray images for detection and segmentation of adenoid gland using deep 

learning-based techniques. The distance between the Adenoid gland and soft palate may be used by doctors to 

identify the severity and type of diseases and hence an automated method for identification of adenoid gland 

will help in automatic diagnostics. The main challenge is that the size and shape of adenoid gland varies with 

age and disease and hence because of its deformative property it is difficult to segment it. In this work, we 

propose to use U-net based technique for segmentation of adenoid gland. To the best of our knowledge this is 

the first attempt to solve the problem of adenoid detection and segmentation using U-net based deep learning 

architecture. 
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Abstract: 
COVID-19 has affected everyone in the world in one way or another. At the time of this writing, there are 

approximately 110.9 million reported cases with approximately 2.4 million deaths across the world this makes 

the ratio of deaths to total infections a little over 2%. To better understand the reasons for COVID-19 related 

infections and deaths, efforts are underway to uncover relationships between them and existing health 

conditions. Some studies have focused on causes of infection and the use of preventive equipment for 

protection, while others have focused on identifying relationships between deaths and existing diabetes, heart 

condition or hyper-tension. Research has established that pre-existing health conditions can be associated with 

the eating habits of people. Therefore, we have tried to determine if there is any relationship between the 

eating habits of people and COVID-19 infections. This has been done by making use of data related to 

purchases made by residents from Tesco supermarket, for London Boroughs. The data related to pre-existing 
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health conditions, for same regions, was obtained from the London Datastore. Our study indicates that for the 

London Boroughs’ data, food products containing alcohol, carbohydrates, and fats are weakly correlated with 

the number of COVID-19 cases. We believe that these results warrant a more detailed investigation of 

causality. 
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Abstract: 
The role of engineering laboratories during undergraduate studies, especially in the disciplines of electrical 

and computer engineering, is extremely important. Due to the spread of COVID-19, the conduction of 

laboratory work is becoming a challenging task. To transfer the engineering knowledge and problem solving 

skills, hardware equipment and components are used in the laboratories. Similarly, software simulators are 

also used due to the budget and space constraints. In this context, a separate simulator is required for each kind 

of laboratory experiment which not only increases the cost but also requires long learning time. Therefore, 

there is a need for a platform that can be used in both situations, i.e., real and virtual environments.  A real 

environment implies that the experiments are performed physically inside the laboratory. On the other hand, a 

virtual environment advocates the use of the proposed platform remotely. Consequently, a LabVIEW and 

Multisim based experimental setup is proposed in this paper that is useful in various types of engineering 

laboratory experiments. The proposed platform allows to perform algorithmic level exploration as well as 

component level implementation. For algorithmic level exploration, a LabVIEW programming environment is 

employed while the circuit level implementation is supported with a Multisim. It has been observed that the 

proposed system is user friendly, requires less learning time and can be easily implemented in real and virtual 

environments. 
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Abstract: 
Cloud Security is the use of latest technology and security techniques to safeguard data, applications and 

infrastructure associated with Cloud Computing. The set of policies, procedures, technologies, and controls 

that function jointly to safeguard cloud-based systems, infrastructures and data are known as the Cloud 

Computing Security Model. This paper reviews several Cloud Computing Security Models with a close look 

at the model that addresses data security challenges in cloud-based Enterprise Resource Planning (ERP) 

systems and proposes an End-User Authentication Control Model for Cloud-based ERP systems. This is a 

cloud computing security model that uses Enterprise Access Directory, Enterprise Data Fragmentation in 

cloud and End-user Access Queries, to ensure that End users share a greater security responsibility. The 

proposed model, when compared with other exiting models, will encourage more end-user participation in 

enterprise data security in the cloud. The proposed model also mitigates the impact that a malicious insider 

might have on the enterprise cloud data set, since no single user can gain access to the whole cloud-based 

enterprise database at the same time. The proposed model considers end-user role and responsibility within the 

enterprise to determine the level of access and to data in the cloud-based ERP system. 
 

[1132] Arabic Sentiment Analysis of Eateries’ Reviews: Qassim region Case study 
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Abstract: 
Social media plays an important role in daily life. It allows people to express their thoughts and feelings about 

products on e-commerce websites. This is often called an opinion or review. The aim is to see the mood of the 

author or the attitude of the speaker, which can be positive or negative about a product. This expression by the 

people is called sentiment. Sentiment analysis is a machine learning method in which the machine learns and 

analyzes the sentiment and emotions of some textual data (for example, reviews about movies or products). In 

this research, a real-world data set was collected from customers in the Qassim region by using a survey in 

Microsoft Form, containing approximately 1,785 Arabic reviews related to the Qassim region, Saudi Arabia. 

The overall aim is to find the opinion of people regarding different eateries (cafes and restaurants) by using 

sentiment analysis of the customers’ reviews written in the Arabic language. The experiments were run using 

10-fold cross-validation. The performance of the algorithms was measured using accuracy, recall, and F-

measure. Different supervised machine learning classifiers were applied. Support Vector Machine, Logistic 

regression, and Random Forest achieved the best results. Furthermore, the differences between all results have 

been analyzed in this study. 
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Abstract: 
The increase of many pillars within the dataset makes it needed to pick the best part of features. The feature 

selection approach directly influences the performance of the style in terms of integrity and computational 

information. The wrapper feature choice version deals with the function set to improve the category reliability. 

In this paper, a new wrapper feature selection binary formula is intended based upon the Sine Cosine 

Algorithm (SCA) and a modified Whale Optimization Algorithm (MWOA). This algorithm (Binary SC-

MWOA) was associated with obtaining unassociated characteristics and selecting the optimum features. The 

algorithm's performance is revealed by the attractive outcomes accomplished by the proposed formula for 

picking the best features. Ten different datasets from the UCI Repository are checked in the experiments. 
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Abstract: 
Sentiment analysis is a field of immense possibilities and application despite being an age-old topic. Various 

applications of machine learning and natural language processing keep contributing to this field with 

innovative techniques. Variants of neural networks with attention mechanism is a well-known tool in this 

field. However, very few of these techniques have been applied for Bengali sentences written with English 

letters which is a very common scenario for this era of social networking and online e-commerce sites. As for 

product reviews, it is of utmost importance as it helps the companies to suggest and review their products. In 

social networks, it may be used to analyze the emotion of the users. Moreover, in the online platforms of 

Bangladesh, most people use English letters to express their reviews in the Bengali language, which becomes 

a major issue for further analysis to guide them. In this paper, we propose a novel attention-based CNN model 



 

42 

 

to solve the problem and analyze the performances of its variants along with the least features of NLP, thus 

making it able to work on different platforms. 
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Abstract: 
As the demand for cloud services increases, optimization of resources becomes essential. Static algorithms are 

no longer sufficient to solve cloud-related challenges such as imbalanced workload distribution in Virtual 

Machines or improper resource allocation to cloud users. Thus, the need to explore other rich approaches can 

greatly improve cloud applications’ performance and tackle the above challenges. This research investigates 

the latest Machine Learning approaches that can tackle the above challenges in a cloud environment. A 

comparison of these approaches included highlighting their strengths and weaknesses to induce a research gap 

useful for upcoming researchers in the field. 
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Abstract: 
COVID-19 is novel virus from CoronaViruses (Cov) family that target the respiratory system causing range of 

diseases from simple cold to sever diseases such as Mers-Cov and SARS-Cov. Building an automated 

diagnosis model to detect infection of this virus from CTX is demanded to reduce its complication. In this 

research, seven image classification models, three variants of SVM (Linear, Polynomial and RBF) and four 

pre-trained deep learning models (VGG16, InceptionV3, Xception and ResNet50) are evaluated to detect 

infection by COVID-19. The effect of data augmentation using CCGAN is also analysed in this research. The 

performance of denominated models generally improved when evaluated with augmented data then when they 

evaluated with not augmented one. 
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Abstract: 
Dynamic substitution boxes (S-boxes) are a vital building block of many cryptosystems. The general process 

of the dynamic construction of a bijective S-box consists of two main components: a random number 

generator, and a construction algorithm. In this paper, we study the effect of the choice of the construction 

algorithm on various aspects of the dynamic S-box, including its randomness and it cryptographic strength. 

We identify the different algorithms found in the literature and present a comparative analysis of their 

computational complexity and the cryptographic characteristics of the resulting S-boxes. We conclude some 

guidelines to help cipher designers choose the S-box construction method most suited for their design 

objectives. 

 

[1154] Assessment Of Smart Metering System Routing Protocols In The Intelligent Grid  
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Abstract: 

Smart metering system is an intelligent framework that contains smart meters, set of applications, and 

communication devices. It allows to upstream and downstream data traffic between the smart meters and 

regional distributed control center through collectors' gateways to automatically and remotely measure 

electricity use, connect and disconnect the service, identify and isolate outages, and monitor voltage.  Real-

time data requires a fast transmission network with the ability to find the best path from the sender to the 

receiver and quick recovery from failure. Therefore, an appropriate wired dynamic routing protocol should be 

used amidst NAN and WAN zones. in this paper, measuring the performance between three different types of 

routing protocols RIPv2, EIGRP, and OSPF according to throughput, delay, recovery from failure, bandwidth 

used to exchange authenticated and unauthenticated protocols messages, the time for convergence between 

authenticated and unauthenticated protocols, and design a simulation scenario to evaluate the appropriate 

routing protocol that can be used between collectors, interconnected communication network, and distributed 

control center gateways in the smart metering system. 
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Abstract: 
Requirements analysis and design is a multifaceted and time-consuming process. The success of software 

projects critically relies on careful & timely analysis and modeling of system requirements. Mostly, the 

requirements gathered from the stakeholders are written in some language (probably English). In this regard, 

significant manual efforts are required for the formation of good class model which unfortunately results in 

time delays in the software industry. The problems associated with the requirement analysis and class 

modeling can be overcome by the appropriate employment of machine learning. In this paper we propose a 

system, requirement engineering analysis & design (READ) to generate unified modeling language (UML) 

class diagram using natural language processing (NLP) and domain ontology techniques. We have 

implemented the READ system in Python and it successfully generates the UML class diagram i.e., class 

name, attributes methods, and relationships from the textual requirements written in English. To assess the 

performance of the proposed system, we have evaluated it on publicly available standards and the 

experimental results show that it outperforms the existing techniques for object-oriented based software 

designing. 
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Abstract: 
Internet of Things (IoT) is flourishing in several application areas, such as smart cities, smart factories, smart 

homes, smart healthcare, etc. With the adoption of IoT in critical scenarios, it is crucial to investigate its 

security aspects. All the layers of IoT are vulnerable to severely disruptive attacks. However, the attacks in 

IoT Network layer have a high impact on communication between the connected objects. Routing in most of 
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the IoT networks is carried out by IPv6 Routing Protocol for Low Power and Lossy Networks (RPL). RPL-

based IoT offers limited protection against routing attacks. A trust-based security approach for routing security 

is suitable to be integrated with IoT systems due to the resource-constrained nature of devices. This research 

proposes a trust-based secure routing protocol to provide security against packet dropping attacks in RPL-

based IoT networks. IoT networks are dynamic and consist of both static and mobile nodes. Hence the chosen 

trust metrics in the proposed approach also include the mobility-based metrics for trust evaluation. The 

proposed solution is integrated into RPL as a modified objective function, and the results are compared with 

the default RPL objective function, MRHOF. The analysis and evaluation of the proposed protocol indicate its 

efficacy and adaptability in a mobile IoT environment. 
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Abstract: 
IoT paradigm has laid the foundation to interconnect billions of objects for gathering, storing, and analyzing 

data. In IoT complex ecosystem, maintaining the security and privacy of objects as well as data becomes is 

critical issue. Efficient authentication of IoT objects to each other is restricted by resource-constrained IoT 

objects. A recent approach to authentication is to integrate blockchain technology, fog computing to develop a 

lightweight, robust authentication framework for IoT systems. Several works have adopted this integration to 

improve their authentication solutions for the IoT systems. This paper aims to present a review of the 

authentication frameworks that integrate blockchain and fog computing technologies. The paper further 

discusses the trade-offs of adopting blockchain and fogging-based authentication frameworks. The review 

concludes that for any IoT application, one of the important considerations is to keep the overheads of storage, 

computation, and communication at the IoT devices as low as possible. 
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Abstract: 
The short coverage area for indoor environments is considered to be a significant issue due to the high number 

of exchanging data that is generating inside buildings. Thus, the deployment of a small cell technology is a 

promising solution. In this paper, a new deployment plan for picocell devices is proposed to increase the 

coverage area, solve the outage probability issues and increase the capacity in terms of the number of users 

who could be served simultaneously. What is more, minimizing the co-tier interference. The results show that 

the coverage area is increased dramatically and the outage probability is reduced and the capacity is increased 

as each picocell can support more than 64 concurrent calls. However, the cross-tier interference could be high 

if the macrocell and picocell share the same frequency. 
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Technology has transformed the manner whereby users and organizations conduct their daily activities 

facilitating high levels of convenience for both users and organizations alike. Unfortunately, many users and 

organizations are oblivious that the convenience and accessibility of technology may come at a detrimental 

expense to their privacy. The collection and dissemination of user’s privacy can manifest in identity theft and 

financial deception for users. For organizations, trust, reputation, and loyalty are compromised if personal 

information of users is mismanaged. A highly publicized data breach may not only yield regulatory penalties 

but may trigger lawsuits or generate destructive publicity that can compromise a promising business. This 

study aspires to propagate information privacy protection awareness for users and organizations by means of 

documenting the essential factors of information privacy protection awareness in terms of the rationale for 

information privacy protection, privacy environment, information privacy protection measures/program, 

responsibility for information privacy protection, and consequences of a privacy breach. The objective of this 

exercise is to develop a theoretical base for the development of an information privacy protection awareness 

initiative and to illustrate that both users and organizations despite having different approaches to information 

privacy protection should assume full responsibility thereof to evade the impact of a privacy breach. 
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Abstract: 
Surgical site infection (SSI) is one of the most frequently reported nosocomial infections that impact hospital 

readmission rates, length of stay and hospital and patient expenses. The use of computational intelligence 

methods can help predict the risk of SSIs and provide an early warning to prepare in advance for responding to 

these infections. This paper reviews state-of-the-art machine learning-based models developed for the 

prediction of SSIs. The objective of this paper is to describe the techniques, performance and limitations of 

machine learning methods in predicting SSIs. We reviewed promising machine learning-based approaches for 

predicting SSIs. When these prediction models are applied correctly and used effectively, they can be very 

helpful for clinical surveillance teams. However, the implementation of these models and related tools requires 

quality data, which may not be available in all electronic health record systems. Handling the missing data of 

patients and the surgery records stored in electronic health record systems is one of the challenges in the 

implementation of machine learning-based prediction models. An imbalanced dataset is also common, the 

interpretability of machine learning-based predictive models and thus requiring an improved strategy to 

address this concern. 
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Abstract: 
This paper investigates knowledge transfer (KT) on Saudi License Plates (SLP) enhancement. Particularly, we 

investigate two models of KT, Representational and Functional. We use such models to transfer knowledge 

from the source neural network that was trained on recognizing the Arabic alphabet and Indian numerals in the 

old SLP style. We utilize transferred knowledge to increase target network performance and recognize 

additional numerals and alphabet systems in the recent SLP style. We implement, test, and compare such 

models against a conventional multi-layer network model. Simulation results show that KT models outperform 

the said model. 
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Abstract: 
Most of the decision-based security applications have been widely using Deep Learning (DL) algorithms for 

improvement. For better performance, a large amount of dataset has been used for training the DL algorithms. 

Due to the involvement of DL as a key element in the performance of the application, several privacy and 

security issues arise which can affect the performance. Moreover, several security attacks also affect the 

performance by taking the advantage of the huge dataset, because it is easy for an attacker to add executable 

noise into the dataset to get the information of the dataset and the model used. Most common security attacks 

like poisoning and evasion attacks have been considered challenging attacks that cause misclassification and 

wrong prediction. Hence, a secure metric is needed to mitigate the effects of such attacks from the dataset 

before using DL algorithms. Therefore, in this paper, a light-weight watermarking framework has been 

proposed that provides security to the dataset before training the DL algorithms. We have implemented our 

proposed framework using the most common Convolutional Neural Network (CNN) and Artificial Neural 

Network (ANN) against security attacks. The proposed framework has been evaluated based on accuracy, 

precision, and computational cost, and has maintained the accuracy up to 98.89% and a precision of 0.96. We 

have also reduced the computational cost for the proposed framework. We believed that the proposed 

framework can be used to mitigate the security issues in DL algorithms and enhanced toward other security 

applications.  
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Abstract: 
According to recent studies across the world, we can see that a healthy diet is the key to having a sound health 

and body. People nowadays are more concerned with their diets than ever before. With the advancement of 

science, it is now viable to construct a unique food identification system for keeping track of day to day 

calorie intake. However, building this kind of system creates several complications on constructing and 

implementing the model. In our paper, we have developed a new neural network based model which will 

predict the food items from a given image and show us the estimated calorie of the detected food items. In 

order to achieve our goal, we have prepared a dataset of around 23000 images for 23 different food categories. 

For this, we have built a system which can detect multiple foods by training CNN with features extracted by 

Inception V3. We have achieved 89.48% accuracy for this model and we deployed our system on a webpage. 

The user has to upload an image of food item in the webpage and our system will predict the food item along 

with the estimated calories in real time. 
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Selective image encryption is an efficient way to reduce the amount of encrypted data that can achieve an 

acceptable level of security. Determining and choosing the region of interest in digital color images is a 

challenging task in selective image encryption due to their complex structure and distinct regions of varying 

importance based on instinctive feelings and opinions. Gray Level Co-occurrence Matrix (GLCM) is the core 

primitive method for texture analysis. To develop a novel selective encryption strategy,  new features in 

acquiring and selecting Region of Interest (ROI) for the color images based on GLCM and Faster R-CNN for 

object detections is proposed. The Faster R-CNN is implemented for determining the boundary of an object in 

an image and the roughness criteria that representing the busy area are proposed for each object. The 

roughness state is based on developing new combinational relation between features for determining image 

regions that are developed upon the object texture analyses map blocks. The roughness block for each region 

is encrypted using AES Algorithm with a dynamic secret key generation based on sine and tan chaotic map 

methods and permutation of other blocks in each region. The security performance of selective image 

encryption is found to enhance considerably based on the rates of selective encrypted area. In the confined 

region of interest, the proposed strategy achieves good alternatives, fulfills the desired confidentiality, and safe 

the privacy of the image. 
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Abstract: 
Contour compression plays critical role in image processing applications. In this work we introduce a new 

version of Segments Distances Ratios (SDR) approach for contour approximation. At the beginning, the 

contour is extracted by an approach called single step parallel contour extraction (SSPCE). The main benefit 

of the modified version is that can gives more quality compared to the previous one by about 10 and 4 

decibels, with compression ratio equals to 60% and 90% for single and multi-contours respectively. However 

the performed time almost the same for both algorithms. Finally, the discussion of the efficiency and the 

performance for the analyzed method is introduced. 
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Abstract: 
A digital filtering based noise removal, wavelet transform based features extraction and machine learning 

based classification approach is suggested for automated arrhythmia identification. The system processes the 

Electrocardiogram (ECG) signals to attain this classification. Differentiating features of the filtered signal are 

mined by using a specific wavelet transformation scheme. In next step, these features are analyzed for the 

distinguishing of arrhythmia categories. The execution of the framework is analysed by employing a standard 

arrhythmia database. Results assure that the designed framework is able to effectively transform the ECG 

signals into features. It renders the handling of lesser information by the post investigation modules. This 

guarantees an eminent lessening within the data storage, transfer and server based classification activities. 

Also, the suggested framework performance in terms of arrhythmia distinguishing is evaluated. Findings are 

promising and results in 99.4% of classification accuracy. 
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Abstract: 
This research paper deals with the advance technologies in terms of power system analysis, power electronics, 

energy storage capacity of renewable energy resources, electric vehicles and integrated renewable energy 

resources with Internet of Things (IOT) based applications in smart grid and enhance the efficiency of smart 

grid by implementing the artificial neural network (ANN) techniques in smart grid. Smart grid is a novel form 

of conventional grid with large number of information and communication technologies. This research deals 

with the technical challenges in smart grid and how to reduce them by ANN techniques in terms of demand 

side management, optimization and forecasting of smart grid and how it will be beneficial for consumers 

connected with smart grid integrated renewable energy resources. The different topologies and technologies 

are particularly selected from survey to measure the various applications in smart grid. MATLAB approaches 

are used to achieve the desired mentioned results. 
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Abstract: 
Steganography is the process of hiding a secret message within different cover mediums to preserve data 

secrecy. This paper focuses on developing a performance-based stego-object tool for transmitting Arabic texts 

over the Internet by considering three major performance measures: capacity, security, and robustness. The 

proposed tool has three modules: the first one is for hiding a secret message within Arabic text using Kashida 

(extension character) and diacritics. The main objective of the second module is to compare and select the 

highest performance stego-object based on a developed performance criteria. The final module is for 

transferring the stego-object over the Internet. The criteria for selecting the best performance are based on the 

input parameters from the users. The proposed tool has a great contribution to the practical use of 

steganography based on performance measures, and it will open a new direction for future research. 
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Abstract: 
When in storage must be improved. Data Encryption Standard (DES) is considered as symmetric-key 

algorithm that most widely used for various security purposes. In this work, a Key-based Enhancement of 

DES (KE-DES) technique for securing text is proposed. The KE-DES is implemented by the application of 

two steps: the first is merging the Odd/Even bit transformation of every key bits in the DES algorithm. The 

second step is replacing the right side expansion of original DES by using Key-Distribution (K-D) function. 

The K-D allocation consists of 8-bits from Permutation Choice-1 (PC-1) key outcome. The next 32-bits 

outcomes from right side of data, there are also 8-bits outcome from Permutation Choice-2 (PC-2) in each 

round. The key and data created randomly in this case provide adequate security and the KE-DES model is 

considered more efficient for text encryption. 
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Abstract: 

Recently human errors increasingly become a very high factor in security breaches that may affect confidential 

data and most of the cyber data breaches caused by human errors. With one individual mistake, the attacker 

will gain access to the entire network and bypass the implemented access controls without any immediate 

detection. Unaware employees will be vulnerable to any social engineering cyber-attacks. Providing security 

awareness to People is part of the company protection process, the cyber risks cannot be reduced by just 

implementing technology, the human awareness of security will significantly reduce the risks which 

encourage changes in staff cyber-awareness. In this paper we will focus on Human Awareness, human needs 

to continue the required security education level, we will review human errors and introduce a proposed 

solution to avoid the breach from occurring again. Recently Saudi Arabia faced many attacks with different 

methods of social engineering. As Saudi Arabia has become a target to many countries and individuals, we 

needed to initiate a defense mechanism that begins with awareness to keep our privacy and protect the 

confidential data against possible intended attacks 
 

 

 




